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Legal Disclaimer
This specification is prepared for the different participants on the Common QR Code Standard for Retail Payments
in Jordan, based on the EMVCo® QR Code Specification for Payment Systems: Merchant-Presented Mode
published by EMVCo® . EMVCo® does not provide certification or approval for QR code, The EMVCo® is available
for all industry participants on a royalty-free basis and are designed to promote global interoperability. Any party
seeking to implement this specification is solely responsible for determining whether its activities require a license
to any such technology, including for patents on public key encryption technology. JoPACC shall not be liable under
any theory for any party’s infringement of any intellectual property rights in connection with this specification.

Scope
This Handbook discusses the Common QR-Code Standards for Payments in Jordan, as prepared by the Jordan
Payments and Clearing Company (JoPACC). Digital liquidity is essential for users of digital payments, and digital
merchant payment acceptance is one of the most important factors governing digital uptake. Therefore, this document proposes to increase digital merchant payment acceptance in the goal of propelling Jordan’s digital economy.
The standardization of QR code specification for retail payments will help promote wider use of mobile retail
payments. A common QR code would facilitate payments among different payment schemes, e-wallets and banks
and would encourage small merchants to adopt QR code as a payment method. The document also details the
EMVCo®-Compliant QR code standards, and the mapping between JoPACC’s existing system messages.
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1.Introduction
Digital liquidity is defined as the ability to use electronic money at a critical number of locations and the economic
utility provided to consumers from these options, and hence the resulting incentive to maintain balances in
electronic forms. Enabling merchant acceptance of digital payments is increasingly seen as a driving force in the
overall development of the digital economic ecosystem. Prevalent merchant acceptance of digital payments will
accelerate digital liquidity by enabling consumers from lower socioeconomic backgrounds to spend, and save
their funds digitally, while eliminating or reducing the need to incur cash-out costs. By building digital liquidity,
payments at the bottom of the economic pyramid are enabled and supported. The simultaneous evolution and
balance of access to and usage of electronic money are integral to ensuring digital liquidity within the ecosystem.
Efforts to unilaterally develop the issuance of digital payments, without developing the acceptance of them across
the economic pyramid will lead to an unsustainable and underdeveloped market. Maintaining the balance
between issuance and acceptance can reduce the cash-related risks incurred by merchants, improve the digital
infrastructure of the Jordanian economy, increase long-term tax transparency and collection, and most importantly, introduce new revenue channels for merchants.
The cumulative cost of the circulation of cash in any economy are substantial. In Jordan, the cost of the passive
shadow economy sits at around 9.8% of GDP, this represents a significant impediment to the growth and development of the Jordanian economy. Mobile financial services (MFS) refer to a range of financial services accessible
through a mobile phone. Notably, the three categories encompassed by this umbrella term are mobile money
transfers, mobile payments and mobile banking. The Jordan Mobile Payments (JoMoPay) Switch’s introduction to
the Jordanian market facilitated the emergence of non-bank Payment Service Providers (PSPs), extending digital
financial services through the “Mobile Wallet” instrument to individuals who were previously excluded from
financial services. The Instant Payment System (IPS), which will be launched in Q1 2020, aims to streamline the
process of fund transfer between individuals, merchants and institutions, as well as provide instantaneous fund
transfer between customers of different financial services. These two payments switches, coupled with innovations from the private sector and nurturing regulations from the Central Bank of Jordan have resulted in noteworthy
developments in mobile banking and mobile money transfers in Jordan, and a subsequent increase by 17.9% in
financial inclusion, from 24.6% in 2014 to 42.5% in 2017 (Global Findex). Although Payments have witnessed the
largest investment in terms of FinTech applications on a global scale, this was not the case in Jordan where payment
acceptance has stagnated considerably. Many players in Jordan have attempted to remedy this by introducing
their own innovations to the market, however lack of interoperability has come in the way of the successes of these
implementations. Keeping in mind that the value of financial services at one side of the market, here the consumer
side, directly depend on uptake from the other side, the merchant side, an intervention to promote and facilitate
merchant digital payment acceptance is necessary to realize the full potential of the Jordanian financial industry’s
previous and ongoing efforts.
JoPACC’s first strategic pillar for the years 2019-2022 focuses on enhancing access, usage and the quality of digital
payments, bearing in mind the future needs of customers, partners and stakeholders. The ultimate aim of this strategic goal is to reduce the reliance on cash in the economy, in favor of innovative digital payments, instruments and
channels. Therefore, JoPACC has committed to undertaking a number of interventions aimed at improving
merchant digital payment acceptance across the country. The first stage of this is to introduce an EMVCo® compliant QR-code standards for the market to follow, to be used along with the Instant Payment System and the Jordan
Mobile Payments (JoMoPay) switch.
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Currently, with the lack of prevalent usage opportunities, underserved consumers are unable to realize the benefits
of the financial products available to them. New active users of mobile wallets have emphasized the untapped
potential of the Jordanian unbanked population. To ensure the maintenance of this active user base, and the sustainability of their digital liquidity, the existence of appropriate merchant payment acceptance technologies and regulations is vital. Therefore, grounded in our first strategic pillar, and considering the aforementioned, JoPACC’s Action
Plan must encompass an accessible, user friendly, and fully digital merchant payments acceptance strategy.
However, expanding digital payments acceptance is hindered by four obstacles:
Economic Factors: this includes the cost of acceptance of a payment digitally. In particular, the “perceived cost”,
as most merchants at the bottom of the payments pyramid are oblivious to the costs of cash. This is opposed by the
value added through digital acceptance, which often revolves around the three categories of pain points experienced universally by small-to medium-merchants: Customer Relationships, Operational Challenges, and Business
Intelligence.
Risk: The process of onboarding merchants involves risks which financial institution may choose to avoid. However, with proper investments in and comprehension of the financial process and technological risks ensued, the risks
are minimized, and are outweighed by the economic returns of a digitalized economy.
Distribution Challenges: The main distribution challenges, especially at the bottom of the payments pyramid
involve digital and financial literacy, geographic isolation and social barriers.
Friction: This can be best understood through further considerations stemming from the technological instrument
taken for digital payment acceptance at the merchant’s side, this includes: the scale required, the cost of point-of-Interaction (POI) hardware, the implications for the usability and adoption by customers, as well as the features and
capabilities the technology can support. These are scenario specific, and are discussed below in reference to
JoPACC’s perspective.
1. Scale: JoPACC aims to extend digital financial services to the entirety of the Jordanian population.
Its strategic objective is to support the objectives of the National Financial Inclusion Strategy, which
focuses on marginalized segments of society, most notably (poor, women, youth, MSEs, and forcibly
displaced people). Therefore, the scale of any merchant payment acceptance plan is very broad.
2. Cost of Point of Interaction (POI) hardware and software: JoPACC’s business operations and goals do
not require it to acquire merchants nor provide them with the physical infrastructure to enable digital
payment acceptance, therefore, it must take advantage of the existing POI infrastructure in the Kingdom.
Considering the pervasive penetration rate of smart phones in Jordan (90%, which significantly surpasses
Point of Sale devices, currently estimated at 30,000 nationwide), introducing merchant acceptance
technologies through smart phone devices would be the most cost effective, and time effective approach.
3. Implications for usability and adoption by users: Payment technologies in general must continually
improve in terms of security, interoperability, and accessibility, yet this must not take place at the expense
of usability. A straightforward, intuitive payment instrument for both merchants and customers must there
fore be introduced to ensure scalability and adoption.
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4. Features and capabilities the technology can support: Technology is advancing at an unprecedented rate,
and keeping up with the rate of innovation is a challenge for every participant in the financial sector. However,
open source technological standards governed by global bodies offer a simpler approach to maintaining
up-to-date technological standards, as the governors of these technologies usually invest in the development
and maintenance of their respective technology.
2. The opportunity
The aforementioned clearly establishes the scope by which JoPACC can promote and develop the digital merchant
payment acceptance infrastructure in Jordan within its strategic goals and objectives. Through taking on this scope
of work, JoPACC will be working towards its first strategic pillar as an end goal, as described above, and its second
strategic pillar as a means. JoPACC’s second strategic pillar involves improving the infrastructure, digital products
and digital platforms through benefiting from the latest technological innovations. Therefore, JoPACC will employ
pioneering technological solutions to progress away from a cash-based economy. High penetration rate of smartphones establishes these devices as the key catalysts to ensuring interoperable, scalable and accessible merchant
payment acceptance. Therefore, JoPACC will take advantage of the capabilities offered by these devices to enroll
different solutions, in different phases.
The first phase of this should be one that ensures the shortest time to market, without compromising on usability
and security. Through understanding the four considerations arising from the friction barrier to digital payments,
JoPACC has arrived at the prime technological candidate, aligned with international trends in payment acceptance
technology: QR Code-Facilitated Payments.
3. Quick Response Codes
A QR (Quick Response) Code is a type of matrix barcode which allows for the encoding of data in both horizontal
and vertical axes. They are machine-readable, meaning they can be read by most smartphone cameras. They are
user-friendly, as they have become ubiquitous in other sectors (most notably social media and advertisement).
They do not require specialized hardware to be generated or read, as a smartphone will suffice. Therefore, we
identify QR-code based payments as an optimal target for our first phase of improving merchant digital payment
acceptance.
3.1 Static QR Code:
A static QR Code is where the code always contains the same information, and can be used for multiple transactions. Static QR codes have lower requirements, as only one participant needs a feature phone, and the other
can use a printed QR code. This makes them one of the cheapest acceptance technologies available, especially
since distribution can take place virtually. They can prove to be less favorable from their dynamic counterpart
by the customer usually, as the customer has to input the payment amount. It is therefore best suited for transactions with a fixed cost (paying for parking, public transport…). They are inherently riskier as any fraudster can
glue their own QR code over the merchants’ QR code, or photograph a customer’s QR code and transact against
it.
3.2 Dynamic QR Code:
A dynamic QR code is where a different, code is generated specifically for each transaction. Although it requires
both participants in the transaction to own a smartphone (or a QR generation platform), it allows for the
exchange of transaction specific information to both participants, and can allow for further value-added
services to the merchant. It reduces the risks of the customer inputting the wrong information and is overall
more secure, and fraud resilient. Dynamic QR codes are a rich source of data, and can aid in the development
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of QR code-based payment in the future if reactive business intelligence is employed. They cannot be copied
and shared, unlike static QR codes.
3.3 Action Plan
From the aforementioned, the following action plan, for the first phase of improving merchant payment acceptance infrastructure through the use of QR-code enabled payments, is proposed by JoPACC:
1. JoPACC will establish common QR-Code standard for payment in Jordan compliant with the EMVCo®
Standard to enable QR-payments locally, encompassing in-store payments, e-commerce payments, bill
presentment and payment.

Figure 1: High level representation of the QR-payment ecosystem

2. Financial Institutions wishing to enable their customers to benefit from this interoperable, secure and usable
payment instrument must ensure full compliance with the QR standard. The participants will be liable to developing their own QR-generating, and QR-reading technology that is compliant with JoPACC’s standards.
3. JoPACC will Introduce a Decentralized QR infrastructure. This will not require any changes on the payment
switches, where a normal message flow with the original system format will be received by JoPACC’s systems.
QR generation, validation and decoding will be handled by the respective participant (Figure 2).

www.jopacc.com
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Payment Switches

Payment Acknowledgment

Figure 2: QR code payment flow

4. JoPACC will ensure interoperability between its current, and future payment schemes through deploying an
“Among Schemes QR Interoperability”, meaning that compliant QR-codes can be generated, read and
processed by users of the Instant Payment System, and Jordan Mobile Payment Switch(figure 3).

Payment
Switches

Figure 3: Among schemes QR interoperability in QR payments
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5. JoPACC will allow Dynamic QR code, Static QR codes will only be allowed in case-specific scenarios following appropriate investigation into the purpose and associated needs for a static QR code noting that further
security measures will be implemented in the case of static QR codes.
6. At this stage, only merchant presented QR Codes will be allowed and only push/request to push payments
will be allowed on the system.

Figure 4: Merchant presented QR-code with a push payment architecture

The decision to focus on the push payment model stems from the inherent risks associated with pull model
payments. The Card industry has undergone extensive investment to safeguard the security risks associated with
the transfer of the payer’s payment information and credentials to the merchant. By directing this payment instrument towards push type payments, this risk is effectively eliminated. Furthermore, unlike the case of pull payments,
transactions can’t be initiated if no sufficient funds are available in a push-type payment, and therefore the risks of
a payment “bouncing” are also eliminated. (Annex I Shows a comparison matrix between the different transaction
flows achievable through QR).
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4.EMVCo® Specifications
QR codes are a form of encoding and visualizing data in compliance with the ISO 18004 standard. The EMVCo® is an
international organization comprised of American Express, Discover, JCB, Mastercard, UnionPay, and Visa, and
extensive partnerships around the world with banks and financial institutions. Its aim is to ensure interoperability,
security and acceptance of payment transactions. It does this by managing and evolving the EMVCo® specifications. EMVCO®’s QR specifications pertain to the use of QR codes for payment purposes, and ensure interoperable
and secure QR-enabled payments.
The EMVCo® specification for Merchant presented QR Codes enables customers to make purchases using a
merchant-generated and presented QR code which includes the merchant’s details. This interaction requires the
customer to possess a smartphone, with an application which allows them to scan an EMV merchant presented QR
code, to initiate a payment transaction. The payment is then processed by the customer’s processor, and is routed
to the merchant’s financial institution, where both parties are typically notified of the success of the transaction.
Data in the EMVCo® standards are organized in a tree-like structure of data objects, which may be a primitive data
object or a template. A template may include other primitive data objects and templates. Each data object is
composed of three individual fields. First is an identifier (ID) which acts as a reference for data objects. The second
is a length field which explicitly indicates the number of characters included in the third field. The third field is the
value field:
1. ID Field: two digit numeric value field with a value ranging from “00”-“99”.
2. Length field: two digit numeric value, with a value ranging from “01”-“99”.
3. Value field: contains a minimum length of one character and a maximum length of 99 characters.
The EMVCo® Complaint (JO_QR) will contain five different groups of data objects:
1. QR-code conventions
2. Merchant Account Information
3. Additional Merchant Information
4. Transaction Value
5. Additional Data templates
Table 1: Abbreviations

Abbreviation
Ans
C
CRC
ID
ISO
M
N
O
QR Code
RFU
S
Var

Description
Alphanumeric
Conditional
Cyclic Redundancy Check
Identifier of Data Object
International Standards Organization
Mandatory
Numeric
Optional
Quick Response Code
Reserved for Future
String
Variable
7

the Common
QR-Code Standards
for Payments in Jordan

Table 2: Jordan’s EMVCo Substandard

ID

Content

Format

Length

Presence Data object group

00

Payload
Format
Indicator
Point of
Initiation
Method
Merchant
Payment
Address
Merchant
Category
Code
Transaction
Currency
Transaction
Amount
Tip
convenience
indicator
Value of
convenience
fixed
Value of
Percentage
Tip
Country
Code
Merchant
Name

N

02

M

QR code
conventions

N

02

M

QR code
conventions

Ans

Var. up
to “99”

M

N

04

M

N

03

M

Merchant
Account
information
Additional
Merchant
information
Transaction Value

Ans

13

M

Transaction Value

N

02

O

Transaction Value

ANS

Var up
to “13”

C

Transaction Value

ANS

Var up
to “05”

C

Transaction Value

Ans

02

M

Transaction value

Ans

Var. up
to “25”

M

60

Merchant
City

Ans

15

M

61

Postal Code

Ans

10

O

62

Additional Fields This is elaborated further in
table 3

Additional
Merchant
information
Additional
Merchant
information
Additional
Merchant
information
Additional Data
Templates

63

Cyclic
Redundancy
Check
Language
Preference

Ans

04

M

QR Code
conventions

S

Var. up
to “99”

O

Additional Data
Templates

80

Date and Time

S

14

M

Additional Data
Templates

82

Geographical
Location

S

Var

C

Additional Data
Template

01
02-51
52
53
54
55
56
57

58
59

64

www.jopacc.com
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Table 3: Additional data fields

ID
62

Sub-ID
01

Data Object
Bill Number

62

02

Mobile
Number

62

03

Store Label

62

04

Loyalty
Number

62

05

Reference
Label

62

06

Customer
Label

62

07

Terminal
Label

Description
The invoice or bill number for the goods
and/or services provided to the consumer. In a
multi-lane retail store, the Bill Number may be
used to identify the specific payment
transaction that was performed. In a printed or
online bill, the Bill Number may be included to
allow the merchant to identify the specific bill.
The number of the mobile device to be
topped up or credited. The Mobile Number
should only be requested/provided when
required for transaction processing, and not for
the purpose of gathering consumer
information.
The distinctive name or distinctive value
associated with the merchant store.
The consumer loyalty number. The merchant
QR Code may include the Loyalty Number with
the value "***", prompting the consumer to
input their loyalty number to be used in
conjunction with the transaction.
A value defined by the merchant or acquirer for
the purpose of transaction matching or
reconciliation. The Reference Label may
contain the merchant order number, a product
serial number, a patient number for a hospital,
a student ID for a university, or a membership
number for a sports club. The consumer QR
application captures the Reference Label and
passes it through the payment network to the
merchant system, allowing the merchant to
match the order number to the transaction, and
display a transaction confirmation on the ecommerce page.
Value identifying a specific customer.
For example, a merchant QR Code for a
subscription service may have a different Bill
Number each month, but the Customer Label
would have the same value each month.
A distinctive value associated to a terminal in
the store. This value could be provided by the
merchant or could be an indication for the
mobile application to prompt the consumer to
input a Terminal Label. The Terminal Label
maybe passed through the payment system
and provided to the merchant to allow the
merchant to match the transaction to a specific
terminal
and
display the
transaction
completion.
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O
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Table 3: Additional data fields

ID
62

Sub-ID
08

62

09

62

10

62

11

Data Object Description
Purpose of Any value defining the purpose of the
transaction
transaction. This value could be provided by
the merchant or could be an indication for the
mobile application to prompt the consumer to
input a value describing the purpose of the
transaction.
For example, the Purpose of Transaction may
have the value "International Data Package" for
display on the mobile application.
Additional
Contains one or more requests from the
Consumer
merchant for additional information.
Data
"A" = Address of the consumer
"M" = Mobile number of the consumer
"E" = Email address of the consumer
The merchant may request the address of the
consumer for goods delivery, and/or may
request the mobile number of the consumer to
coordinate goods delivery, and/or may
request the email address of the consumer to
deliver a digital ticket.
Merchant
The tax identification number of the merchant,
Tax ID
assigned by the governmental body of the
country in which the EMV merchant-presented
QR code is being used/displayed.
Merchant
A merchant channel establishes the
Channel
environment a QR Code is presented to the
consumer. Covering use cases such as retail
outlet, Ecommerce, bill payment with the
purpose of improving transaction reporting.
The values defined for this field and the
meaning of these values is defined in tables (46)
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Table 4: First Character in Merchant Channel field: Media

Value

Meaning

0

Print: Merchant Sticker

1

Print: Bill/invoice

2

Print: Magazine/poster

3

Print – Other

4

Screen/Electronic – Merchant POS/POI

5

Screen/Electronic – Website

6

Screen/Electronic – App

7

Screen/Electronic – Other
Table 5: Second Character in merchant channel field – Transaction Location:

Value

Meaning

0

At Merchant Premises/Registered Address

1

Not at Merchant Premises/Registered Address

2

Remote Commerce

3

Other

Table 6: Third Character in Merchant Channel field– Merchant Presence

Value

Meaning

0

Attended POI

1

Unattended

2

Semi-attended (self-checkout)

3

Other

www.jopacc.com
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4.1 QR Code Conventions
4.1.1 ID “01” Payload format indicator:
This field must always contain “01”, all other values are reserved for future use (RFU).
4.1.2 ID “02” Point of Initiation Method:
This field denotes whether the merchant presented QR code was a static QR code or a dynamic QR code. In
the event of the former (static), this field must be populated with “11”, as for the latter (dynamic) it must be
populated with “12”. That being said the “Jo-QR” will be a dynamic QR code and therefore, this field must be
populated with “12”
4.1.3 ID “63” Cyclic Redundancy Check (CRC):
The CRC (ID “63”) shall be calculated according to [ISO/IEC 13239] using the polynomial '1021' (hex) and initial
value 'FFFF' (hex). The data over which the checksum is calculated shall cover all data objects, including their
ID, Length and Value, to be included in the QR Code, in their respective order, as well as the ID and Length of
the CRC itself (but excluding its Value). Following the calculation of the checksum, the resulting 2-byte
hexadecimal value shall be encoded as a 4-character Alphanumeric Special value by converting each nibble
to an Alphanumeric Special character. For example, a CRC with a two-byte hexadecimal value of '007B' is
included in the QR Code as "6304007B".
4.2 Merchant Account Information
This data group specifies the identity of the merchant, including payment operator they use. The table below
describes the breakdown of each payment scheme’s field:
Table 7: Payment Scheme Fields

ID
“02”-“03”
“04-“05”

Description
Reserved for Visa
Reserved for Mastercard

“06”-“08”

Reserved by EMVCo

“09”-“10”

Reserved for Discover

“11”-“12”

Reserved for Amex

“13”-“14”
“15”-“16”

Reserved for JCB
Reserved for UnionPay

“17”-“25”

Reserved by EMVCo

“26-27”

Reserved for Jordan Payment
Switches

“28-29”
“30”-“40”
“41”-“51”
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The EMVCo specification has defined fields “02”-“25” for existing payment system providers. IDs “26”-“51” are the
Merchant Account Information templates, which may include primitive data and other templates which can be
defined by individual payment operators.
The template data object within the Merchant Account Information group shall contain a primitive Globally Unique
Identifier with a data object “00” to identify the payment system and the corresponding merchant payment destination specific to that payment operator.

Table 8: Payment Scheme Fields

ID
“00”

Description
Globally
Unique
Identifier

Format
Ans

“01”-“99”

Payment
Network
Specific

S

www.jopacc.com
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Variable up M
to “32”

O
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Remarks
This identifier
sets the
context of the
data that
follows. It will
contain the
Global Unique
Identifier (GUID)
and is payment
scheme
specific. This
field identifies
the payment
scheme that the
merchant is
enrolled in
Association of
data objects to
IDs, specific to
the GUI,
identifies the
merchant
account in the
specific
payment
scheme.
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4.3 Additional Merchant Information
These fields allow for additional data on the merchant to be included in the payment transaction. They also
inform the customer of the destination of their payment, giving them confidence in the process. It also
provides the financial system with more data on the transaction.
4.3.1 ID “52” Merchant Category Code:
This field should include the category code of the Merchant as defined in the ISO 18245.
4.3.2 ID “58” Country Code:
This field shall contain the country code as defined in the (ISO 3166-1 alpha 2)
4.3.3 ID “59” Merchant name:
This field shall contain the name of the merchant, and should indicate the “doing business as” name.
4.3.4 ID “60” Merchant City:
The city of the merchant’s physical location shall be included in this field
4.3.5 ID “61” Postal Code.
4.4 Transaction Value:
This data group includes the value and currency of the payment. In the case of static QR codes, this will be a
static value, however, as we are relying on dynamic QR codes, they will be dynamic. The merchant will hold
the responsibility of populating the payment value.
4.4.1 ID “53” Transaction Currency:
This field shall include the currency used in the transaction, and through which the merchant transacts, and
shall follow the ISO 4217 standard, containing 3 digits numeric representation of the currency.
4.4.2 ID “54” Transaction Amount:
This field must be present, as the merchant must populate it. It will only accept numeric digits from “0” to “9”
and can contain only a single “.” To separate the decimals from the integer value. Transaction Amount will
comply with the 3 decimal places used in the Jordanian Dinar
4.4.3 ID “55” Tip convenience indicator:
This field is an optional field that can be used to prompt the customer to either add a tip to the merchant, or
used to include any convenience fees for the service by the merchant. This field will be populated with:
-“01” if the mobile application should prompt the consumer to enter a tip to be paid to the merchant
-“02” if the convenience fee is fixed (ID “56”)
-“03” if the convenience fee is a percentage (ID “57”)
4.4.3 ID “56” Value of convenience fee fixed:
If the data in ID “55” is “02”, then this field should be populated with a number different from 0, otherwise
this data object shall be absent. This field should only contain numeric digits, and may contain a single “.” to
denote the decimal point. The number of digits after the decimal mark should align with the currency
exponent associated to the currency code defined in [ISO 4217], which for the Jordanian Dinar is 3 decimal
points.
4.4.4 ID “57” Value of convenience fee percentage:
This field shall be populated if the data object (ID “55”) contains a “03”, and only values between “0.01” and
“99.99” shall be used. Otherwise this data object shall be absent. This field should only contain numeric
digits, and may contain a single “.” to denote the decimal point. The number of digits after the decimal mark
should align with the currency exponent associated to the currency code defined in [ISO 4217], which for the
Jordanian Dinar is 3 decimal points. The field must not contain any other characters, including “%”.
14
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4.5 Additional Data Template:
4.5.1 Additional Fields:
This section has a number of optional fields which can add functionality and increase the value of the QR
code to both consumer, merchant, and financial institutions involved. A description of these fields is
available in table 3
4.5.2 Merchant Information – Language Template
This field includes language templates, which include the merchant information in an alternate language,
which may use a character set different from the Common Character Set. The Data objects present in this
template is presented in table 9
Table 9: Merchant information language template

Name
Language
Preference
Merchant
Name –
Alternate
Language
Merchant
City –
Alternate
Language
RFU for
EMVCo

ID
“00”

Format
ans

Length
“02”

Presence
M

“01”

S

Var. up to
“25”

M

“02”

S

Var. up to
“15”

O

“03”-“99”

S

Var. up to
“99”

Data
objects
reserved
for EMVCo

4.5.3 ID “80” Date and Time:*
This field will contain the date and time of the QR generation in the format: YYYYMMDDHHmmss. This field
must be the time that the QR was generated and not the time that the finacial message is sent.
4.5.4 ID “82: Location:*
This is an optional field through which the financial institution can be sure that the transaction took place at
the registered address of the merchant. It can also be an extra validity step allowing the customer to make
sure they are sending payment to that specific merchant, at that specific location.
Example 1:
If the merchant POI includes a digital display that is capable of displaying a different merchant QR Code for
each transaction, the merchant QR Code likely contains the Transaction Amount.
This enables the merchant to be in control of the Transaction Amount, improves the consumer experience,
and reduces the transaction time and possibility for input error by not requiring the consumer to enter the
Transaction Amount.
The following additional table defines the data payload for this example:
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Table 10: Example 1 QR contents

Data Object
Payload Format Indicator

Point of Initiation Method

ID
“00”

Format
N

“01”

N

Merchant account Switch GUID
information
Account Identifier
Merchant Category Code

“26”

Transaction Currency
Transaction Amount
Tip or convenience indicator

“53”
“54”
“55”

Value of Percentage convenience
Country Code
Merchant Name
Merchant City
Additional
Data Bill Number
Field
Store Label

“57”
“58”
“59”
“60”
“62”

“00”
“01”

“52”

Loyalty Number
Reference Label
Customer Label
Terminal Label
Purpose
of
transaction
Data and Time

GUID

80

DATETIME

JOscheme
ans
N

01
03
04
05
06
07
08

N
ans
01
02
03
Between 0 and 100
ans
ans
ans
ans
ans
ans
ans
ans
ans
ans

00

JOscheme

01

YYYY-MM-DD HH:MI:SS

Example 2:
This example demonstrates how two payment networks may co-exist on the same merchant QR Code. For
the purposes of the merchant QR Code, a "non-EMV payment network" is one that does not have a primitive
Merchant Account Information ID in the range "02" to "25".
In this example, the merchant supports 2 payment networks: one payment network with Merchant Account
Information in ID "26", and another payment network with Merchant Account Information in ID "28". The
following table defines the data payload for this example.
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Table 11: Example 2 QR contents

Data Object
Payload Format Indicator

Point of Initiation Method

ID
“00”

Format
N

“01”

N

Merchant account Switch GUID
information
Account Identifier
Merchant account Switch GUID
information
Account Identifier

“26”

Merchant Category Code

“52”

N

Transaction Currency
Transaction Amount
Tip or convenience indicator

“53”
“54”
“55”

Value of Percentage convenience
Country Code
Merchant Name
Merchant City
Additional
Data Bill Number
Field
Store Label

“57”
“58”
“59”
“60”
“62”

01
03
04
05
06
07
08

N
ans
01
02
03
Between 0.01 and 99.99
ans
ans
ans
ans
ans
ans
ans
ans
ans
ans

00

ans

01

YYYYMMDD HHmmSS

00

ans

01

ans

“28”

Loyalty Number
Reference Label
Customer Label
Terminal Label
Purpose
of
transaction
Data and Time

GUID

80

DATETIME
Location

GUID

82

LOCATION
Cyclic Redundancy Check (CRC)

“63”

“00”
“01”
“00”

ans
ans
ans

“01”

ans

ans
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a. The consumer QR application identifies the presence of multiple – here two- instances of Merchant Account
Information data objects and has payment accounts for the payment networks indicated by these Merchant
Account Information data objects. The consumer QR application prompts the consumer to select the payment
account to be used to complete the transaction.
b. The consumer QR application uses the Merchant Name, Merchant City, Transaction Currency, and Transaction Amount to display a payment confirmation prompt to the consumer.
Once the consumer confirms payment, the consumer QR application sends the Merchant Account Information*, Transaction Currency, Transaction Amount, and other data (for example, consumer payment information) to the network*.
(*) Corresponding to the payment account selected by the consumer in a.
6.Risk Mitigation:
In introducing any payment standard, special care must be given to the risks this holds on the overall market, on its
institutions and their clients. JoPACC’s 3rd strategic pillar is to ensure that risk management and safety is on par with
international standards, to ensure that the development of Jordan’s payment rails are done with no compromise to
its existing economic infrastructure. The following section details the risks associated with the QR-enabled
payments and how these risks were mitigated.
6.1 The risk of fraud on the customer or client:
With any payment transaction, the customer is at risk of fraud and theft when they expose their financial information and/or credentials. This is exacerbated by the pull-model to payments, where the customer’s information
passes through 3rd party systems. This is why, with the JoQR, JoPACC has committed to allowing only Push or
Request to Push payments. This means that the customer will not expose any of their payment credentials to the
merchant, and will instead only instruct their own financial institution to debit their account and credit the
merchant. By adopting a push or request to push model, JoPACC has dramatically reduced the risks associated
with customer fraud in the QR-enabled payment ecosystem.
6.2 Merchant Fraud:
There have been several reported cases from around the world on merchant fraud using the QR-enabled
payments. This was mostly done because of the use of Static QR codes, which exist on merchant counters. By
only permitting dynamic QR codes, JoPACC has dramatically minimized this risk, where the merchant has to
present the QR code through a device, and where the QR has to be generated for this specific transaction. Reducing the risk that the merchant will be frauded out of the transaction
6.3 High latency and a centralized point of failure:
Payments in the customer’s perceptive must be reliable at all times, in all locations, to ensure uptake and usage,
and ultimate scalability. Therefore, failures in the system must be minimized. JoPACC aims to reduce latency in
the system and a single point of failure by distributing QR generation, validation and translating to the financial
institutions in Jordan. This means that the entire process will be shortened and the load on any part of the
system will be distributed. By adopting this model, JoPACC has reduced a single point of failure.
6.4 Reliability and interoperability
JoPACC has adopted the EMVCo Standards to ensure that it adopts technology which has been tried and tested.
In designing the standards to be complaint with EMVCo, JoPACC was able to analyze past successes and failures
in the same standards, and have incorporates these into the Jo_QR standards.
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6.5 Dispute and fraud:
This issue should be considered on a scheme level, and JoMoPay’s/IPS’s dispute management rules will be
followed. It is important to stress that the QR is only a payment instrument, and the financial transactions which
may be disputed are happening on a system level. Therefore, the reference number and unique merchant identifier are important for facilitating this, however the dispute will remain on a financial system level.

Refer to Annex III for a more detailed Risk Analysis Matrix
ANNEX I
Static QR

Push

Merchant Presents QR Customer Scans)
Customer scans the QR code
Merchant Passes payment address to customer
via QR code
Customer enters transaction amount in their app.

Customer Presents QR (Merchant Scans)

NA

Customer initiates a push payment
Eg: Ali Pay, WeChat pay, Masterpass QR

Pull

Request to Push

Merchant prepares an order and scans
customer QR code
Customer passes payment credentials to
the merchant is QR code
Merchant initiates a pull payment

NA

E.g. Starbucks QR Payment, LevelUP
Merchant prepares an order and scans
customer QR code
Customer passes payments address to
merchant is QR code
Merchant sends a “request to push”
message
Customer initiates a push payment

NA

No real-world example
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Dynamic QR

Merchant Presents QR Customer Scans)

Customer Presents QR (Merchant Scans)

Reduces fixed cost of acceptance for
merchant as no special hardware is needed
Push

Cannot capture any transaction specific data
in the merchant’s system

NA

Merchant’s QR code could be compromised
to divert payment

Pull

NA

Request to Push

NA

Can capture transaction -specific data in
the merchant’s systems
Customer’s QR code could be
stolen/cloned and misused
Risks associated with Pull payments are
applicable
Two step verification of transaction
amount (e.g. merchant enters amount and
customer approves)
Can capture transaction -specific data in
the merchant’s systems
Expensive to deploy. Both merchants
and customers need hardware (e.g. smart
phone)
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Annex II
Case Studies: QR-enabled payment implementations around the world
China:
Since China launched a nationally developed QR standard, the use of QR codes for payments is growing. In
China, mobile payment volume reached $8.6 trillion in 2016, with WeChat and AliPay capturing a combined 92
percent of the total volume. Of this, a third — or $2.6 trillion — through QR codes. China enjoys a high rate of smartphone penetration (72 percent vs. a global average of 55 percent in 2017) and internet use (688 million users as
of January 2016). But the use of QR codes is gaining momentum elsewhere and is being standardized across
payment networks. Fraudsters in China recently applied their own codes over merchants’ codes to direct
payment to the wrong accounts. As for customers, fraudsters can transact against someone else’s account by
taking a photo or screenshot of their QR code. The Chinese regulators responded to such risks by introducing
caps on transactions made using static QR codes, whereas no such caps apply to dynamic QR transactions.
Security can however be enhanced through the use of electronic signatures that are cryptographically verified
by trusted parties.

India:
India’s Central Bank revealed the BharatQR in September 2017, the world’s first interoperable QR code acceptance solution, jointly developed by India’s major card networks (National Payments Corporation of India,
Mastercard, Visa and American Express). EMVCo, the global technical body that manages the Eurocard, Mastercard and Visa (EMV) standards, has launched specifications that support QR code-based merchant payments.
Saudi:
SAMA, represented by Saudi Payments, is responsible for the development and operation of the national
payments infrastructure in the Kingdom of Saudi Arabia, which includes as part of its services the national card
scheme (Mada). This new service will ensure the development of the payments ecosystem to achieve the objectives of the Financial Sector Development Program (FSDP)—one of which is to create a cashless society supported by digital payment options.
The unified QR code payment system will contribute to the development of the digital infrastructure for the
financial system, and will be part of an integrated digital payment ecosystem that works based on the concept
of an open loop payment environment. This means that retailors, payment service providers, and digital wallet
users will be able to make payment transactions regardless of the relations among the involved parties. Saudi
Arabia will be one of the pioneering countries offering such an ecosystem strengthening its position.
Bahrain:
Bahrain’s Electronic Network for Financial Transactions (Benefit) has launched a national electronic wallet
payment system, BenefitPay, to allow consumers and merchants to transact without the use of cash or cards.

www.jopacc.com
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Singapore:
Launched a national, EMVCo Compliant national QR code to open up its payment schemes to FinTech, banks
and PSPs. The Singaporean QR (SGQR) is a static QR code, secured with a unique QR ID, where the one-time
generation of static QR codes takes place centrally, and validation happens centrally as well. Through our call
with the project lead of the SGQR, we understood that the hurdles in implementing a national, interoperable
payment QR were not technical ones, but were related to business biases towards incumbents. As the aim of
this project in Singapore was to level the playing field between different financial bodies, Singapore ensured
interoperability in developing its substandard.
Other countries which have recently implemented QR payment: Serbia, Ghana, Mexico, Thailand.
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ANNEX III
Three levels of risk are identified in the implementation of QR-based payments.
Risk Type
Risk Description
Inherent risks in QR • The level of difficulty to generate a QR
code technology
code is very low. Anyone can generate
a QR code and encode it with malicious
links.
• Since the authenticity of QR codes
cannot be verified by human eye,
customers are vulnerable to malware
attacks when they scan a malicious QR
code (pasted over a legitimate QR
code).
• There have been reports of malicious
QR codes installing malwares to take
over the smartphone including the
mobile banking app.
• Fake QR codes can also be used for
phishing attacks wherein the payer is
redirected to a fake website that looks
like the payee’s (biller’s) website to
extract card information.
• QR codes embedded with a payment
URL are more vulnerable to this type of
threat.
Counterfeit payment • This is the most common type of risk
credentials
where scammers replace legitimate
merchant QR codes with fake QR
codes to divert payments into the
scammer’s bank account or wallet.
• Static merchant (payee) QR codes are
vulnerable to this type of threat.

Risk Mitigants
• Participants should educate their
customers to check the QR code
before scanning to make sure that it
is not a sticker placed over an
original code.
• Participant app should show the
contents of the QR code to the user
and wait for the user’s consent to visit
the link. This will allow customers to
visually examine the decoded text
before opening the link.
• Payment services using QR codes
should use URIs not URLs, which are
interpreted by mobile payment app
only.

•

•

•
Steal/clone payment •
credentials
•

www.jopacc.com
online
2019-12-11

Scammers can also steal or clone •
customer (payer’s) QR code which
contains payment credentials
Customer (payer) presented static QR
codes that initiates a Pull payment are
vulnerable to this type of threat
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QR code provisioning, participant
should tighten KYC norms for
account opening making it difficult
for scammers to open accounts and
withdraw funds from accounts
Participant apps should be able to
detect whether a QR code is
generated by its own system, or if
the code is compromised. Usage of
Message Authentication Code is
recommended.
The app should alert the payer when
a security risk is detected and
redirect them to safe zone.
Participant should try to avoid
models that initiate a Pull payment
using customer presented static QR
code encoded with payment
credentials.

